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Cybersecurity Maturity Model Certification (CMMC)

What is it?
A model which measures cybersecurity maturity, based on the type and sensitivity of
information needing to be protected

Certification means verification

Why?

$600B of intellectual property being stolen from the United States each year (and growing!)
Threats evolve, we must too...National Security!
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!l www.acg.osd.mil/cmmc

Level 5 - Optimizing Advanced / Progressive
Level 4 . Reviewed Proactive
Level 3 . Managed Good Cyber Hygiene
Level 2 . Documented Intermediate Cyber Hygiene

Level 1- Performed Basic Cyber Hygiene
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LEVELS

LEVEL 4 ADVANCED/PROGRESSIVE

LEVEL3 e
N

LEVEL 1

Basic Safeguarding Transition Step to > Increasing Protection of CUI

of FCI Protect CUI Reducing Risk of APTs
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Figure 4. CMMC Domains

www.acg.osd.mil/cmmc
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Domain

Access Control (AC)

Asset Management (AM)

Audit and Accountability (AU)

Awareness and Training (AT)

Configuration Management (CM)

Identification and Authentication (IA)

Incident Response (IR)

Maintenance (MA)

Media Protection (MP)

Personnel Security (PS)
Physical Protection (PE)
Recovery (RE)

Risk Management (RM)
Security Assessment (CA)
Situational Awareness (SA)

System and Communications Protection (SC) _ 27

System and Information Integrity (S1)

20 22 24 2% 28
www.acg.osd.mil/cmmc
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Who has seen these?

DFARS 252.204-7012 NIST SP 800-171

t

Current Requirement for those handling
Controlled Unclassified Information (CUI)
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CMMC Accreditation Body

(Cybersecurity Maturity Model Certification)

REQUEST

END
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Questions

and

Answers
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